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ABSTRACT:

In 2005, Chinese journalist Sh Taowasconvicted ard sertencedto tenyeasin prison for
leaking state seaets atroad Key eviderce citedin Chinese court documents includedinformation
about SHOsccount suppliedby Yahoo! to the Chinese State Secuity Bureau Condemnation by
humanrights groups ard invedors, U.S. congressional hearngs, a Hong Kong governmert
invedigation, and a U.S. lawsuit followed This paper documerts the core facts, everts, issues
and debatesinvolved The Sh Tao cas highlights the complex challengesof corporate social
regonsibility for Internetand telecanmunicaions companies They are caught betweendemards
of governmerts on one hand ard rights of users on the otherbnot only in authoritarian countries
suchasChinabut in virtually all countriesaround the world. While there areno simple or quick
solutions, Internetand telecans companiesseeking to estabish trustworthy reputations acress a
global customerbase camot afford to ignore the humanrights implicatons of their business
practices Usersand invedors have aright to demard that user rights be repecied If comparnies
fail to regect user rights, the needto develop non-commercial, grassroots altermativeswill
becaneincreasngly importart if privacy ard freeexpression areto be possible anywhere.



Introduction

In Novembe 2007, Y ahoo!stop executives findly did what they could have donemore
than two years previoudy after Chinese joumdist Shi Tao was sentenced to ten yearsin
prison on charges of revealing state secrets.

In alegd settlement, Yahoo pledged to provide an undisclosed amountof "finandal,
humanitarian and legd suppot” to thefamilies of Shi Tao and Wang Xiaoning, another
dissident jailed for ten years onthebasis of evidence induding e-mail data supplied by

Y ahoo! to Chinese authorities.' At a Congressiond hearing, Y ahoo! founde and CEO
Jerry Yang made a dramatic public apology to Shi Tao'smother, Gao Qinsheng, bowing
solemnly to her three times as tearsrolled down her cheeks. "l want to say we are
committed to doing what we can to secure thar freedom," Yang said, referring to Shi and
Wang. GAnd | want to persondly apologize for what they are going through"?

Thepledgeof suppot to thejailed dissidents families and Y ang'spublic apology did not
come easily to Yahoo!: thecompany first had to spend two years getting raked over the
codsin theinternaiond media. Corporate acts of remorse and contrition came only after
two Congressiond hearings a U.S. lawsuit by thefamilies, a shareholder resolution, the
featuring of Yahoo! onthe covers of two maor human rights reports, and widespread
condenmnaion by free speech and human rights groupsacross the globe

Why didn't Y ahoo! executives save themselves and ther company alot of grief by
apologizing and pledging suppot for thevictims families, and vowingto work for the
release of thejailed dissdents right from the start? More importantly, how might Y ahoo!
have avoided complicity in the conviction of Chinese political dissdentsin thefirst
place? Theanswersto these questionsbring sobeing lessons notonly for Yahoo! but
for al Internet and telecoms companies when it comes to the human rights implications
of thar busness decisionsand practices. TheYahoo! case has also served as awake-up
call forinvestors, civil sodety, and users of telecommunicationstechnology aroundthe
globeaboutthe extent to which companies are used by govenments to infringeupon
thar users rightsto privacy and freedomof expression.

While Yahoo!is known to have been complicit in the conviction of four Chinese
dissidents, this pgper focuses primarily on the Shi Tao case for several reasons It wasthe
publication in September 20050f theofficial court judgnent againg Shi Tao, citinge-
mail accountinformation provided by Y ahod, which first broughtY ahoo!s complicity in

! Assodiated Press, "Y ahoo settles lawsuit by families of Chinese joumdists,” The
International Herald Tribune, November 14,2007, at:
http://www.iht.com/articles/2007/41/14busness’yahoo php (accessed December 5,
2007)

2 Corey Boles, Don Clark, and Pui-Wing Tam, "Y ahoo'sL ashing Highlights Risks of
ChinaMarket," The Wall Street Journal, Novembea 7,2007,Page A1, onlineat:
http://onlinews.conVarticle/SB11943646929428401&ml (Accessed December 5,
2007)




Chinese dissident cases to globd attention. While three other cases cameto lightin early
2006, Shi Tao'scase remained thefocusof internaiond activism. It was also thefocus of
legd action and an official investigaionin HongKongove therole played by Y ahoo!
(HongKong)Holdingsbunde whos name Y ahoo!'s Chinaopeaationswas registered in
2004when Shi Tao was arrested BDover whether user accountdaa might have been
moved by Y ahoo! employees between the separate jurisdictionsof HongKongand
Mainland China

The Shi Tao case highlights thecomplex chdlenges of corporate sodal responsbility for
Internet and telecommunications companies. Companies are caughtbetween demandsof
govenments on onehand and rights of users onthe other Bnotonly in authoritarian
counties such as Chinabutin virtudly all countiesaroundtheworld. Compliance with
local laws or regulationsin this sector often conflicts with internaiond law and globd
human rights noms. While there are no ssimple or quick solutions the Shi Tao case
demondrates how simply beingin Qegd complianceQin dl jurisdictionswhere a
company opeates is not sufficient for an Internet or telecoms company seeking to
establish atrusgworthy reputation across a globd cugomer base. Companies tha choose
to ignore the broader human rights implicationsof their busness practices are gambling
with their longterm global reputationsas trusworthy conduts or repostories of people®3
persond communicationsand information.

This pgper isdivided into six parts. Part 1 overviews the cases of Shi Tao and other's; Part
2 discusses the problem that while Yahoo! may have been legdly "off thehook"in the
Shi Tao case, no amountof goodlawyering could save it from condemndionin the
internaiond "court of public opinion™; Part 3 examines the extent to which Internet
companies doing busness in Chinacan in fact make choices aboutwha they will and
won'tdo, and how Google and Microsoft's MSN network have acted differently from

Y ahoo!; Part 4 examines an effort in theU.S. Congress to legidate ethical behavior in the
communicationsindugry; Part 5 discusses privacy and freedom of expression as new
areas for Corporate Soda Responsbility (CSR); andfindly, Part 6 examines thelessons
of the Shi Tao case for citizensand users of telecoms and Internet services aroundthe
world.

Section 1: The cases of Shi Tao and others

Shi Tao worked as an editor and reporter for Dangdai Shangbao (Contemporary
Busness News), based in Changdha Hunan at thetime of his arrest. On April 20, 2004
Shi attended an internd editorial meeting to discuss a classified internd doaument
containing a series of ingructionsabouthow the media should work to prevent sodal
unrest in therun-up to theanniversary of the 1989June4™ crackdown. The deputy
genea editor who convened the meeting did not distribute copies of the doaument, and
ingead summarized its contents to meeting paticipants. Shi Tao took notes duringthe
meeting. Later tha night hewrote up his notes summarizing the doaument and sent them
from his office computer via his Y ahoo! Chinae-mail account(huoyan-



1989@yahoocom.cn) to thee-mail address caryhung@eol.com which bdonged to New
Y ork-based editor for the overseas pro-democracy publication and webste, Minzhu
Luntan (Democracy Forum), requesting that the contents of his e-mail be published
immediately unde the name (1989643

Two days later, on April 22", the Beijing State Security Bureau issued a ONotice of
Evidence CollectionCto Y ahoo! China, which was at thetime a subsdiary of Y ahoo!
Holdings(HongKong), Ltd. Theorder requested Gemail accountregistration information
for huoyan-1989@yahoacom.cn, al login times, correspondng | P addresses, and
relevant email content from February 22, 2004 0OBeijing-based employees of Y ahoo!
Chinacomplied with therequest on the same day.*

Shi was detained by the Changsha City State Security bureau on November 23, 2004 and
formally arrested on December 14" of tha same year, charged with Qeaking state
secrets.(3 On March 11, 2005hewas tried for two hours. Theguilty verdict and ten-year
prison sentence was issued on April 27.1n hisunsuccessful appedl, Shi Tao claimed he
was not aware at thetime tha the doaument that he had written aboutin his e-mail was
classified as Qop state secret,Oand disputed the validity of the manne in which the
doaument been declared classified ?

On September 6, 2005 a copy of the court verdict, obtained and trandated by the Dui
HuaFoundaion, was published onthe webste of Reporters WithoutBorders. Amongthe
evidence it listed: CAccountholder information furnished by YahooHoldings(Hong

® Onformation supplied by Y ahoo! hdped joumdist Shi Tao get 10 yearsin prison,0
Reporters Without Borders, September 6, 2005(including copy of verdict) at:
http://www.rsf.org/articlephp3?d_aticle=14884 Copy of appedl:
http://peacehdl.com/news/gb/china’200505/200505201033ntml; QA\bsract of the CCP
Central Committee Document No. 11 (Provided by 198964%) Minzhu Tongxun
(Democracy Newdletter), 20 April 2004, at:
http://www.asiademo.org/b5hens/200501/2005A 28 htm#art03 Trandated by Roland
Soongat: http://www.zonaeuropacom/20050501 1 .htm (all accessed December 7,
2007)

* ocuments of the Chinese courts and state security bureausregarding the cases of Shi
Tao and Wang XiaoningQ Boxun.com, 23 July 2007, at:
http://news.boxuncom/news/gb/china200707/20070731212shtml (In Chinese)
(accessed December 7, 2007) QPolice doaument shedsadditiond light on Shi Tao CaseQ
The Dui Hua Foundation, 25 July 2007 ,at: http://www.duihuaorg/200707 fpolice-
doaument-sheds-additiond-light html (accessed December 7, 2007).

®"Shi Tao'sApplicationfor Appesl,” ChinaRights Forum, No. 2, 2005,republished by
Human Rightsin Chinaat: http://www.cpj.org/nens/2005LChina25aug05nahtml
(accessed December 10,2007) "Imprisoned joumalist Shi Tao'sfamily filesfor review
of appeal,” Committee to Protect Joumdists, August 25, 2005 at:
http://www.cpj.org/nens/2005China25aug05nahtml (accessed December 10, 2007).

® Cshi Tao® Application for Appeal,Otrandation of origind Chinese-languaye appedl by
Human Rights In China at: http://www.hrichinaorg/publc/highlight/hric/appesl -
app.html (accessed December 7, 2007).




Kong)Ltd., which confirmstha for IP address 218.76.8.201at 11:32:17 p.m. on April
20,2004 the correspondng user informationwas as follows: user telephonenunmber:
07314376362 0cated at the Contemporary Busness News office in Hunan; address. 2F
Building 88, Jianxiang New Village, Kaifu District, Changha O Other evidence listed in
the court judment induded: contents of thee-mail sent by Shi to caryhung@aol.com, the
e-mail bdonging to Minzhu Luntan editor HongZhesheng (whoisidentified in the court
doauments as an yverseas hodile elementQ; as well as copies of the same content as it
appeared on oversess dissident webstes; Shi Tao@ notebook from the meeting to discuss
the official document as well as another notebook containing Hong Zhesheng® e-mail; a
check from Hong Zhesheng, etc.’

Mediareports of about Y ahoo!@ complicity in Shi Tao@ conviction, accompanied by
wide-scale condannation of Y ahoo! by human rights groups were quick to follow.
Details aboutthe naure of this criticism and Y ahoo!@ respons will bediscussed in the
next section.

Other cases: In additionto Shi Tao, there are three other cases in which Yahoo!is
known to have handed over information to Chinese authorities about people who used
Y ahoo Chinae-mail accounts to trangmit political information: Wang Xiaoning, Li Zhi,
and Jiang Lijun. All were tried and sentenced in 2003 Boneyear before Shi@ arrest. In
all three cases, Chinese court doauments cite Y ahoo! Holdings(HongKong)as the
source of information aboutthe defendantsOChinese Y ahoo accounts. Y ahoo®rolein
these three cases did not come to light untl thefirst hdf of 2006 after themedia furor
over Yahoo®complicity in Shi Tao® 2005conviction had been undeway for months

Wang Xiaoning: Y ahoo!Grolein Wang® case first came to lighton April 27, 2006
when the U.S.-based group Human Rightsin Chinaobtained and published theorigind
court judgnment agang Wang Sentenced to 10 yearsin prison on September 12,2003
for Ondting subveasionOWang had been taken into custody by state security police
exactly oneyear and eleven days previoudy. Evidence presented by the prosecution
induded accountinformation and e-mail content provided by Y ahoo! (HongKong)
Holdings Wang® GrimesOinduded: editing an onlinejouma called the GFree Forum
for Political ReformQOin which heis charged with attaching the Communist Party
leadership and advocting a multi-party system; usng afalse name to disseminae
political writingsvia'Yahoo! email and Y ahoo! Groups and usng email to communicate
with an overseas dissident political party and to discuss the establishment of a new
political party called the GChinese Third Way Party.O

" "Information supplied by Y ahoo! hd ped journdist Shi Tao get 10 yearsin prison,”
Reporters WithoutBorders, September 6, 2005 at:

http://www.rsf.org/article php3?d_aticle=14884(accessed December 10, 2007)

8 Or ahoo! Cited in Decision Sentending I nternet Dissident Wang Xiaoning to 10 Years,O
Human Rights Watch webdte, April 27,2006, at:
http://hrichinaorg/public/contents/press?revision¥%bfid=278038i tem%5fid=27801
(accessed Augug 12,2007)




In July 2007two notices from the Beijing State Security Bureau issued to Yahoo!@
Beljing office in April and Augug 2002surfaced on some Chinese-language webgtes
and were subsequently verified, published, and trandated by the U.S.-based human rights
dialogueorganization, Dui Hua® Issued two years prior to the notices served to Y ahoo!
in the Shi Tao case, they are written according to the same formula, citing the naure of
the case (Ondting subvasionOn Wang® case, Gllegd provision of state secrets to
foreign entitiesOin Shi® case), and also stating that theitems requested from specified e-
mail accounts may be collected unde Article 45 of the Crimind Procedure Law of the
PRC. In Wang® case, doauments also verified, trandated and published by Dui Hua
showed that Y ahoo!@ Beijing office respondel to the request on the very same day. *°

In April 2007Wang®wife, Yu Ling, filed alawsuit in the United States agang Y ahool.
seeking reparationsfor the company@ role in Wang® arrest and sentending. Shi Tao®
mother later joined the lawsuit (see Section 2 for further details). The San Francisco
Chronicle quoed Y u as saying: Of Y ahoodid notgive out this information, then the
Chinese government would not be able to sentence him.O Thereality appears more
murky, however. The court ruling agang Wang says tha Y ahoo! Holdings(Hong Kong)
provided confirmation tha the Y ahoo! Group called "aaabbbac" run by Wang was set up
usngtheYahoo Chinae-mail address bxoguh@ahoocom.cn, andtha certain
doauments were sent fromtha e-mail address. The sentenadng doaument also cites
doauments foundin asearch of Wang@®home. What exactly led investigaors to his home
we do not know from the sentenang doaument. It does not specify whether investigators
determined the connection between Wang and this e-mail accountfrom searching Wang's
computer, or confirmation obtained from Y ahoo!, or some other way.

Thedoauments tha surfaced in July 2007and publshed by Dui Huaindicate tha Y ahoo!
also provided the contents of e-mails sent by Wang, athoughthe official sentenang
doaument makes no mention of this.*

Li Zhi: Yahoo!@rolein Li Zhi® case came to light on February 8, 2006when Beijing-
based writer Liu Xiaobopoged an article citing the defense statement by Li& lawyer,
quoing extensvely from the court sentencing doaument, which had been poged online'?
This English was then publicized widdy in English by Reporters WithoutBorders, China

¥ More Evidence Emerges on Y ahoo!(3 Role in Chinese Internet Cases,ODui HuaNews,
July 30, 2007;at: http://www.duihuaorg/200707/more-evidence-emerges-on-yahoos
role-in.html (accessed Augug 13,2007

1 Ibid.

Y Ibid.

121 ju Xiaobo, O¢ ahu zaozai zhuzhouweilue OBoxun Xinwen Wang, February 8, 2006
at: http://www.peacehdl.com/ynews/gb/pubvp200602/200602081708html (accessed
Augug 14, 2007) Q.izhi @ianfu guojia zhengquanGan ershen bianhuci,OWu Luan Zhao
Y an Attorneys-at-law webste, Augug 31, 2005 at:

http://www.wlzy.cn/News/news _ddail.aspdd=61 (accessed Augug 14,2007)




Digital Times, and others.** Convicted on December 10, 2003for subveasion by the
Dazhou Intermediate People® Coutt in Sichuan Province, Li is now serving an 8-year
prison sentence in Sichuan Province® ChuandongPrison. A govanment employee from
Sichuan® Da county, Li was taken into cugtody by security police in Augug of that same
year. Evidence used agang Li induded doauments from Beijing SINA Information
Technology Co. Ltd. And Y ahoo! Holdings(HongKong), confirming Li to bethe
registered owner of thee-mail accounts used in thecase. Li was aleged to have used
these e-mail accounts to establish contact with an overseas representative of the outitawed
ChinaDemocracy Party. He was also charged to have used a persond webpage and
anonynouschat roomto pod articles advocating dection of CDP members to people@
congresses and other government pods, in order to bring abouta Qreaceful evolutionO
and eventud seizure of power from the Communist Party. Li@ appedl of the verdict was
rejected by the Sichuan Highe People® Court in February 2004.

According to Human Rights Watch Li@& lawyer claims tha Yahoo!@report to the pdice
induded e-mail content in addition to accountinformation, as with Wang Xiaoning@
case, althoughthis fact was not mentioned in the court doauments from his trial.**

Jiang Lijun: Yahoo®role in Jang® case came to lighton April 19, 2006with the
publcation by Reporters WithoutBorders of the court verdict obtained and trandated by
the Dui HuaFounddion.® Convicted of subversion by the Beijing No. 2 Intermediate
People@ Court on November 28,2003 Jiang was sentenced to four yearsin prison (with
the prison time calculated from the beginning of his detention on November 6, 2002) He
was released in November 2006from JinzhouPrison, Liaoning Province, where he had
been transferred after trial to serve out his sentence.™® A hesting company employesin
Tieling city, Liaoning Province, Jiang had been detained previoudy by policein 1988
and 1995for QeactionaryOwritings He was alleged to have joined forces with three
youngpeople in Beijing (Liu Di, Wu Yiran and Li Yibing) to advocate ONestern-style
democracyOand a multiparty system of govenment. He was also alleged to have raised
theidea of forming a GFreedom and Democracy PartyOand making a bomb threat during

13 3\nother cyberdissident imprisoned because of data provided by Y ahoo O Reporters

WithoutBorders webste, Februay 9, 2006 at:

http://www.rsf.org/article php3?d_aticle=16402(accessed Augug 14,2007) Xiao

Qiang, O¢ ahoo hdped sentence another cyber dissident to 8 years - Liu Xiaobo

(Updaed),OChinaDigital Times, February 8, 2005, at:

http://chinadigitaltimes.net/200602/ahoo_héped sentence another_cybe_dissident_to
8_vyexr 1php (accessed Augug 14,2007)

4 Human Rights Watch, op. cit.

15 v ahoo! implicated in third cyberdissident trial- US company( collaboration with

Chinese courts highlighted in Jiang Lijun case,OReporters Without Borders website,

April 19,2008 at: http://www.rsf.org/article.php32d_aticle=17180(accessed Augug

14,2007)

16 GCyber-dissident convicted on Y ahoo! information is freed after four years,OReporters

WithoutBorders webste, November 9, 2006, at:

http://www.rsf.org/article php3?d_aticle=8453(accessed Augug 14,2007)




ameeting in Beijing of the Nationd People@ Congress. According to the sentencing
doaument obtained and trandated by Dui Huain 2006, evidence agang Jiang induded
user information provided by Y ahoo! Holdings(Hong Kong)for an accounttha hewas
jointly usngwith Li.*” According to Human Rights Watch, at least onemember of the
group has since speculated that Li may have been a police informant dueto his
disappearance after being released withouttrial dongwith Liu and Wu.*® While police
information requests and Y ahoo!@ response to them have not surfaced in Jiang® case as
they have in the cases of Shi and Wang described above it isreasonable to assume tha
since Y ahoo! provided contents of emailsin Wang®@case, they arelikely also to have
doneso in the other cases induding Jiang®.

Section 2: Legal compliance vs. ethical behavior.

When Y ahoo!@ role in the Shi Tao case first came to light, the company@ respons
focused on thefact tha Yahoo! employeesin China had been obeying Chinese law, and
had no choice butto doso in order for the company to remain in busnessin China
Speaking at a conference in 2006 Y ahoo! co-fourder Jerry Y ang said that while hefelt
horribleOaboutwha had happened, ONVe have noway of preventing tha beforehand... If
you want to do busness there you have to comply.G°

This answer did not satisfy Y ahoo!® critics who arguetha Y ahoo! and other Internet
companies have larger moral obligations They point outthat Chinese law contradicts
internaiond law as well as globd covenants such as the Internationd Declaration of
Human Rights. However, no convinang arguments or pieces of evidence have yet to
emergeto suppot the possibility that Yahoo! China employees could have refused to
comply with the State Security Bureau order without risking seriousconsequences for
themselves and for Y ahoo!® Chinaopeations Furthermore, actionsby Y ahoo!® China
based employees were congstent with the user Qerms of serviceOwhich Shi Tao and all
other Yahoo! email users mug agreeto in order to create an account At thetime when
Shi Tao signed up for an e-mail accounton yahoocom.cn, heclicked GagreeOon terms of
service in which the user agrees notto commit alist of actions induding Qlamaging
public security, revealing state secrets, subverting state power, damaging naiond unity,O

7 Or ahoo! implicated in third cyberdissident trial, OReporters Without Borders webste.
18 Human Rights Watch report Appendix V: Details of Jiang Lijun( case, at:
http://www.hrw.org/reports/’2006£hinaD806/A2 htm# _Tocl4239584 4 accessed Augud
14,2007)

9 Elinor Mills, Or ahoo®founde respondsto criticism, OCNET News.com, March 9,
2006at: http://news.zdnd.co.uk/internet/0,10000@09739256653)0.htm (accessed
December 7, 2007)




etc. Thesame doaument, to which hetechnically agreed, acknowledged tha his
information would bedisclosed if required to do so by law.?

Mention of ¢ shoo Holdings(HongKong)Oin the Chinese court verdict raised concerns
in HongKongthat user information had been passed from Y ahoo!® opeationsin Hong
Kongto themainland, or that Hong Kongpersonné were othewise involved in handing
ove Shi Tao@informationto themainland police. In 2006Hong Konglegisator Albert
Ho filed acomplaint with the HongKong Privacy Commissionea’, which launched an
investigaion into the matter. In March 2007, TheHongKongPrivacy Commissione
foundY ahoo! (HongKong)Holdingshad transferred user data from Y ahoo!@ Hong
Kongbased opeaationsto authoritiesin Mainland China Y ahoo! (HongKong)Holdings
was cited in the court verdict because at thetime of the Beljing State Security Bureau
request in 2004,Y ahoo! Chinawas wholly owned by Y ahoo! (HongKong)Holdingsand
Y ahoo! China@ busness license was officialy in the name of Y ahoo! (Hong Kong)
Holdings Actud opeationsof Yahoo! Chinawere conduded in mainland Chinaby two
mainland-Chinabased entities: Y ahoo! Beijing and the Peking University Founde
Group. This arrangement continued until Octobe 2005,ownership of Yahoo! Chinawas
tranderred to the Chinese company, Alibaba, with the Sunnyvde-based Y ahoo!, Inc.
retaining oneboad seat.” Thusthe Privacy Commissione determined that no Hong
Konglaw had been violated by Y ahoo! China® compliance with the Beijing State
Security Bureau request.

Uponconaltation with experts in PRC law, the Hong Kong Privacy Commissiona also
conduded tha given the contents of mainland China3 State Security Law aswell asthe
Regulation on Telecommunication of the PRC, employees of Y ahoo! Chinawould
themselves beliable to (pend apprenenson((i.e., arrest) if they were to refuse to hand
over user daain theface of aBeijing State Security Bureau request.?

In July 2007, a copy of the Beijing State Security Bureau( request for evidence,
addressed to the Beijing Representative Office of Yahoo! (HK) HoldingsLtd. on April
22,2004 surfaced ontheInternet.?® Its appesrance further reinforced the HongKong
Privacy Commissiona @ condusion that user daain Shi Tao® case had not crossed
jurisdictiond borders. However the document also created a furor because the SSBG

20"y ahooBfuwu tiaokuan®, origind Chinese-languaye terms of service, Copyright

Y ahoo! China2004,available at: hitp://cn.yahoaconvstatics/docsinfo/terms/index.html
(accessed Augug 11,2007)

2! "The Disclosure of Email Subsriber's Persond Data by Email Service Provider to
PRC Law Enforcement Agency," Office of the Privacy Commissionea for Persond Data,
HongKong, Report Number: R0O7-3619,March 14, 2007, at:
http://www.pcpd.org.hk/english/publicationdfiles’Y ahoo_epdf (accessed December 7,
2007)

22 Ibid, pp.23-24.

23 @Police Document Sheds Additiond Light on Shi Tao Case,ODui Hua News, July 25,
2007, at: http://www.duihua.org/200707 jpdice-document-sheds-additiond-light html
(accessed Augug 11,2007)




request clearly stated tha theinvestigation related to Ga case of supectingillegd
provision of state secrets to foreign entities.3* This contradicted the sworn Congressiond
testimony by Y ahoo! Senior Counsl Michael Callahan in February 2006,in which he
stated:

The Shi Tao case raises profoundand troubling questionsaboutbasic
human rights. Neverthdess, it isimportant to lay outthefacts. When
Yahoo! China in Beijing was required to provide information about the
user, who we later learned was Shi Tao, we had no information about
the nature of the investigation. |1nde=d, we were unaware of the particular
facts surrounding the case until the news story emerged. Law enforcement
agendesin China the United States, and elsewhere typicaly do nat
explain to information technology companies or other busnesses why they
demand specific information regarding certain individuds. 1n many cases,
Y ahoo! does notknowthereal identity of individuals for whom
govenments request information, as very often our users subscribeto our
services withoutusing ther real names. [emphasis added]®

Called back to Congressin November 2007to explain why his origind testimony had not
squaed with thefull facts, Callahan indsted tha the factud error was dueto internd
communication lapses within the company, rather than an intentiond lie. According to

Y ahoo!@ explanation, a Hong Kong based lawyer working for Y ahoo! at thetime had not
deemed theinformationimportant enoughto pass on a full trandation to headquaters.®®
Callahan ingsted, however, tha knowledgeof this extra detail by executives at Y ahoo!
Inc. headquatersin Sunnyvde did not changethenature of Y ahod @ optionsat thetime;
with or withoutknowing tha theaccountin question related to a Gtate secretsO
investigaion, Yahoo! Chinawas equdly compdled to comply with arequest from the
Beijing State Security Bureau which was legdly binding according to Chinese law. %’

*4 Ibid.

% (Xestimony of Michael Callahan, Senior Vice President and General Counsl, Y ahoo!
Inc., Before the Subcommittees on Africa, Globd Human Rights and Internationd
Operations and Asia and the Pacific,OU.S. House of Representatives Committee on
Internationd Relations Joint Hearing: OrheInternet in China A Tool for Freedomor
SuppressionOFebruary 15, 2006,0nline at:
http://www.nytimes.com/packages/pdf/busness’Y ahooSatement.pdf (accessed
December 10,2007)

26 Corey Boles, Or ahoo Executive Apologizes Over Chinese Joumdist Incident,ODow
Jones Newswires, November 1, 2007 ,at:
http://www.easybourse.com/Webste/dynanic/News.phpNewslD=3315918lang=fra& N
ewsRubrique=2 (accessed December 7, 2007)

2" Jim Puzzanghea, Or ahoo Taken to Task over ChinaONovember 7, 2007, at:
http://www.latimes.comybusness/la-fi-yahoo7nov07),519800%tory?coll=la-home-
center (accessed December 7, 2007)




Soonafter the November 2007 Congressiond hearing at which Yahoo! CEO Jerry Yang
made a dramatic apology to Shi Tao@ mother, Y ahoo! also settled alawsuit brought
againg it in U.S. court by Shi Tao® mother and Yu Lin, thewife of Wang Xiaoning. The
lawsuit, filed in April 2007, alleged: efendants unlawfully accessed and used, and
voluntarily disclosed, the contents of theintercepted communicationsto enhance ther
busnessin China This disclosure was not necessary for the opaation of DefendantsO
system or to protect DefendantsCrights or propaty.G® In late Augus, Yahoo! filed a
motion to dismiss the case with the U.S. District Court for Northern California. In
addition to arguing tha the case did notfall within the coutt@ jurisdiction, the Y ahoo!
motion repeated the argument tha the company could notbehdd liable because it was
boundto comply with alawful request by Chinese authorities.”® Human Rights USA, the
organization representing thefamily membersQlawsuit, retaliated by seeking discovery of
relevant internd records and documents from Y ahoo! related to Y ahoo!@ handling of the
Shi Tao and Wang Xiaoning cases.* Settlement was reached between Y ahoo! and the
plaintiffs soonthereafter in mid-November.

Given the Terms of Service to which Shi Tao technically agreed (regardless of whether
heactudly read or undestoodthem), and given that Y ahoo Chinaemployees handed
ove hisinformation in respon to alegdly-binding, written police order, it is posible
tha if thefamiliesQawsuit had proceeded in U.S. court, Yahoo!3 lawyers may have
prevailed in theend. But victory after a prolonged lawsuit would also likely have come
with further reputationd cog to the company: More doauments related to Y ahoo!@ China
internd opeationsin 2003and 2004would likely have come into the public domain,
lifting thelid on an opeaation which Bbased on what we now know aboutcommunication
failures between theregiond offices and Sunnyvde headquatersin 2004bmog likely
would have broughtadditiond embarassment for the company at very least, and might
aso have had other unknown consequences. Wha@ more, alegd victory would have
been hollow because it would nothave absolved Yahoo! in theeyes of thehuman rights
community, investors, and Y ahoo! users aroundthe world.

28 GComplaint for Tort Damage OWang Xiaoning, Yu Ling, et. a., v. Yahod Inc,

Y ahoo! Holdings(HongKong), Ltd., Alibébacom, Inc. et. a., downloaded April 20,
2007from:
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Augug 28, 2007, Page D03, at: http://www.washingtonpos.com/wp-
dyn/content/article/200708/27/AR200708270158html (accessed December 7, 2007)
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Uponobtaining and puldishing thetext of the court verdict agang Shi Tao in September
2005, Reporters WithoutBorders wrote: Qloes thefact tha this corporation opeates
unde Chinese law free it fromall ethical consderations? How far will it go to please
BeijingZ3" In 2006Y ahoo! (alongwith Google and Microsoft) was the subject of
comprehengve reports by Human Rights Watch and Amnesty Internaiond, condemning
the company's complicity with suppression of human rights and free speech in China
Orheactionsof these Internet companies are contrasted with ther prodaimed values,O
wrote Amnesty Internaiond, arguing that the Qiefences they use to judtify ther
behaviourEdo not stand up to scrutiny.OSpesking at a U.S. Congressiond Hearing on
February 15, 2006(to bedescribed in greater detall later in this chepter), U.S.
Representative Tom Lantosddivered a scathing speech:

When Y ahoowas asked to explain its actions Yahoo said that it mugs
adheeto local lawsin all counties where it opaates. But my respon® to
tha is: if the secret police ahdf century ago asked where AnneFrank was
hiding, would the correct answver beto hand over theinformationin order
to comply with local laws? These are nat victimless crimes. We mugt
stand with the oppressed, not the oppressors.®

Uponawarding the 2007 Golden Pen Award to Shi Tao at the World EditorsOForumin
Capetown, South Africa on June4™ 2007, World Editors Forum president George Brock
said:

Y ahoohas arguad tha it mug comply with thelawsin the counties where
it opaates, and was therefore compdled to coopeate with state security
authorities. And while those who do busness aroundthe globemus often
deal with non-democratic govenments, we believe that new media
companies tha provide more and more of the meansfor globd
communications have a special responsbility. They have an obligaionto
enaure that the basic human rights of ther users will be protected, and they
mus carefully guad againg becoming accomplicesin repression

31 Onformation supplied by Y ahoo! hdped joumdist Shi Tao get 10 yearsin prison,0
Reporters WithoutBorders, September 6, 2005 at:
http://www.rsf.org/articlephp3?d_aticle=14884 (accessed Augug 11,2007)
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and Internaiond Operationsand the Subcommittee on Asia and the Pacific of the
Committee on Internaiond Relations House of Representatives, 109" Congress, Second
Session February 15, 2006; Transcript at:
http://commdocs.house.gov/icommittees/intirel/hfa26075000hfa26075_0Ofhtm (Accessed
Augug 11,2007)
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Nor has the condennation been limited to foreigneas. In an open letter to Y ahoo! founde
Jerry Y ang, Beijing-based writer Liu Xiaobowrote: QProfit makes you dull in morality.
Did it ever occur to you tha it isa shame for youto be congdered atraitor to your
customer Shi Tao? Profit makes you foolish.0* Chinese blogge Zhao Jing
(pseudonynoudy known as Michael AntiQ wrote: O\ company such as Y ahoo! which
gives upinformationis unforgivable. It would befor the goodof the Chinese netizensif
such acompany could be shutdown or get out of Chinaforever.3°

Discussion of wha Y ahoo! could have donedifferently Band should do differently in the
future Btendsto focuson three different possibilities: 1) Companies such as Y ahoo!
should comply with govenment information requests only in truly crimind cases, and
declineto comply with cases conaerning political dissent; 2) Y ahoo! was ethically
irresponsble to have established an e-mail service hoged on computer serversinddea
jurisdiction such as the PRC, whos definition of QxrimeQis well known to indude
political activities and speech; and 3) While Yahod may have covered its legal
obligaionsin its Terms of Service, it has amoral obligaionin jurisdictionssuch asthe
PRC to make much more clear to users where thar datais being stored and how it may
beused. Shi Tao and others may have had a false sense of security when choosngto use
an e-mail accountof aforeign brand-name company, notrealizing that thar data was
housd in computer serverslocated ingde mainland Chinese jurisdiction.

Option 1 effectively amounts to cessation of busnessin Ching, since thisoption
advoaates a stance of corporate @ivil disobadienceOwhich the PRC authorities have no
track record of tolerating. While some in HongKong, the United States, and elsewhere
have advocated this option, it isfurther undear whether they have consdered the
implicationsof trying to remain in Chinawhile adhering to Option 1: making
unaccouniable employees of technology companies, who are generaly nottrained in law
or human rights, arbiters of what conditutes a valid GrimeOand what conditutes political
dissent deserving of protection®® This of course assumes tha investigaing authorities
give company staff enoughinformation to make this determination, which in many
juridictionsinduding the United Statesis generally not the case. Option 2 has been cited
as thereason why companies such as Google and Microoft have not offered e-mail

3 Race to the Bottom: Corporate Complicity in Chinese Internet Censorship, Human
Rights Watch report, Augug 10,2006,Appendix VII: Liu Xiaobo®letter to Y ahoo!, at:
http://www.hrw.org/reports/’2006£hinad806/44 htm# _Tocl42395844 accessed Augud
11,2007)

% Zhao Jing, O0The Freedom of Chinese Netizens|s Not Up To The AmericansOblog,
origind Chinese at http://anti.blog-city.conV163467 htm; English trandation by Roland
Soongat EastSouthWestNorth, http://www.zonseuropacom/20060217__Ttm (accessed
Augug 12,2007)

% The Assodated Press, Onforming case agang Y ahoois droppel in HongKongO
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services hoged in China® Option 3 Bin some form Bhas become a key component of
voluntary indugry standadsnow in the process of beng developed by Yahoo!, Google,
Microsoft, and others. Theissues surrounding Options2 and 3 will bediscussed in
greater detail bdow.

Section 3: Different companies, same country, different choices.

Othe companies, induding Microsoft and Google, have come unde firefor assisting the
Chinese govenment in the suppression of free speech. However each company has
drawn thelinein different places. They have all made different choices aboutwha kinds
of services to provide or not provideto usersin the People@ Republic of China Choices
have also been made aboutwhere Band in wha jurisdiction Bcomputer servers hoging
user data are ultimately located.

Yahoo! istheonly foreign brand providing e-mail services with user data hoged on
computer serversindde mainland China In September 1999, four years after the Internet
arrived in Ching Yahoo! unvealed a simplified Chinese-language portal induding search
engine, e-mail, and ingant messaging services. It aso set up aBeijing office, in close
patnership with Beijing Founde Electronics Co., Ltd, which according to the Y ahoo!
corporate press release would (play a strategic role in guiding and suppoting Y ahoo!
Chinain China®® (YahooHongKongwas launched in January 1999*%) ThusY ahoo!
became thefirst mgjor U.S. Interne company to enter the Chinamarket. It also became
thefirst mgjor U.S. company to find itself faced with Chinese govenment requirements
for censorship and data sharing with authorities.

Y ahoo! set thetonefor theway in which foreign companies are expected to comply nat
only with demandsfor user email information, but also how they should comply with
censorship of public online content on search engines and web portals. China@ Internet
controls are a multi-layered system combining official actionswith private indugry
coopeaation. Official actionstake theform of QilteringCforbidden webstes and
keywordsat thelevel of Internet Access Providersand aso at thelimited number of
QyatewaysOthroughwhich the globd Internet enters China@ domestic telecoms

3" Human Rights Watch, op. cit; Andrew McLaughin, Senior Policy Counsl, GGoogle
in ChinaOThe Official Google Blog, Januay 27, 2006, at:
http://googkblog.bloggpotcom/200601/googk-in-chinahtml (accessed Augug 12,
2007)

3 Or ahoo! Introducs Y ahoo! Ching OY ahoo! Media RelationsPress Rel ease, September
24,1999 at: http://docs.yahoocom/docs/pr/release389html (accessed Augug 14, 2007)
% Or ahoo! ExpandsPostionin Asia,OY ahoo! Press Room, Januay 28, 1999 at:
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networks.*® Surveillance is conduded onlineand in Internet cafes by variouspublic
security bodies. It is argued, however, tha China@ Internet controls would not be nearly
as successful as they have been so far in preventing therise of domestic political
oppostion movementsif it were nat for the strongcoopeation and self-censorship by
private | nternet companies.*

In China, al commercia or nonmmmercia Internet Content Providers (ICP®) are
required to register for and display alicensein order to opaatelegdly. They are hdd
liable for all content appearing onther webstes, no matter whether that contentis
created by the organization® employees, or by any of thesite@ visitors, or users of its
content-creation and content-sharing services.

The|CP@ obligationsare manifested in the GPublic Pledge on Self-disciplinefor the
Chinese Internet Indugry,Qinitiated by the quasi-official Internet Sodety of China
(1SOC), themgjor professiond assodation for the Chinese Internet indugry. While the
ISOC is called a hongovenmental organization Oits Qoveaning body(s the Ministry of
Information Indugry, thegovanment ministry in charge of China@ naiond Internet
infrastructure.*? Signed by hundieds of organizations induding Chinese companies,
universities, and government offices, the pledgecommits signaories to Genergetic efforts
to carry forward therich cultural tradition of the Chinese nation and the ethical norms of
the sodalist cultural civilizationOby observing all state indugry regulations In paticular,
signaories vow to refrain Grom produdng, poding, or disseminaing pernicious
information that may jeopadize state security and disrupt sodia stability.® Yahoo!
signeal thepledgein Augug 2002and was met with theimmediate criticism of human
rights groups who pointed out tha Y ahoo! was nat required by Chinese law to signthe

“0 Eric Harwit and Duncan Clark, CBhaping the Internet in China Evolution of Political
Control Over Network Infrastructure and Content,OAsian Survey, 41:3, May-June2001,
pp. 337-408; OpenNet Initiative, Onternet Filtering in China20042005:A County
Study,OApril 14, 2005[onling], http://www.opennetinitiative.net/studies/china (retrieved
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Report on Thelnternet Development in ChinaOJanuay 2006[onling,
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Steven Cherry, Orhe Net Effect, Ol EEE Spectrum, June2005[onling,
http://lwww.spectrum.ieee.org/print/1219(accessed Augug 22,2007) Human Rights
Watch, opcit.;

1 Rebecca MacKinnon, (Flatter world and thicker walls? Blogs censorship and civic
discourse in ChingOln Drezner, D., and H. Farrell, eds, WILL THE REVOLUTION BE
BLOGGED? (Specid Issu€), Public Choice, (Springe Netherlandg, Published onlineat
Springalink Augug 9, 2007.
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pledge* Y ahoo! lawyers respondel that Qherestrictionson content contained inthe
pledgeimpose no greater obligation than already existsin lawsin China&®

Thedisplay of politically objectionable content can result in reprimandsto company
management and employees from the Ministry of Information Indugry (MIl), the State
Coundl Information Office, the Communist Party@ PropagandaDepartment, and/or
variousstate security organs accompanied by warningsthat insufficient controls will
result in revocation of the company@ license. In order to minimize reprimandsand keep
thdr licenses in goodstanding, companies opeating search engines maintain lists of
thousandsof words, phrases and web addresses to befiltered out of search results so tha
linksto politically objectionable webstes do not even appear on the search engine®®
results pages, even when thos webdtes may be blocked at the backboneor Internet
Service Provider (ISP) level.*® Asan early entrant into the Chinese search engine market,
Y ahoo!@ search enginefiltering evolved alongwith the system. Tests conduded in 2006
by Human Rights Watch showed tha Y ahoo!® Chinese search engine censored its search
results to the same degree as theleading domestic search engine, Baidu, and much more
thoroughly than Google.cn and somewha more thoroughly than Microsoft@ Chinese-
languaye search engine*’

In Augug 2005,Y ahoo! announed it would purchase a 40 percent stake in the Chinese
e-commerce firm Alibabacom. Yahoo! merged its Chinabased subsdiariesinto Alibaba
induding the Y ahoo! Chinese email service (cn.mail.yahoocom) and the Chinese search
engineat: cn.yahoocom. Since then, Yahoo! has held only oneof four boad seats for
Alibabacom, andnolonge hdd day-to-day opeaationd control over Yahoo! Ching,
which had become a division of Alibabacom* According to Y ahoo! executives, as of

4 Or ahoo! Risks abusng humen rightsin China OHuman Rights Watch news release,
Augug 9, 2002 hitp://www.hrw.org/press/200208yahoo08090tm (accessed Augug
22,2007)
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Octobea 2005Alibabahas had full control over both opeationd and compliance policies
of Yahod China®

Statements by Alibaba® CEO Jack Ma have shown tha he had no intention of changing
thepolicies of Yahoo! Chinawhen it comesto compliance with official investigaions In
aNovember 2005interview with the Financial Times, when asked aboutthe Shi Tao
case, hereplied: O would dothe same thingE | tell my cusomers and my colleagues,
tha@ therightway to do busness.(3° Three monthsafter Yahoo! was chastised in
Congressfor its handling of the Shi Tao case, InaMay 7, 2006 Ma gave an interview
with the San Francisco Chronicle in which healuded to adightchangein emphasis
whensrllesaid: Orheauthorities mug have alicense or adoaument. Otherwise, theanswer
isno.

In aletter to Human Rights Watch daed Augus 1, 2006,Y ahoo! Deputy Generd
Coungl Michagl Samway ingsted tha Y ahoo! has notrelinquished all responsbility for
Alibaba@ administration of Y ahoo! China, and tha Yahoo! Inc. Qwill continueto use our
influence in these areas given our globd bdiefs about the ben€fits of the Internet and our
undestanding of requirements unde local laws.G?

Microsoft: Microsoft entered Chinain 1992and has since then developed an extensve
busness and R& D network. However Microoft@ online content division, the Microsoft
Network known as MSN, did notlaundh amainland Chinaportal until May 2005 It did
so with the hdp of ajoint-venture partner, Shangha Alliance Investment Ltd. (SAIL) - a
venture fund suppoted by the Shangha City Government and led by Jiang Mianheng,
son of former PRC president Jiang Zemin.>

In 2005the Chinese MSN initially offered a smplified Chinese language portal catering
to theinterests of mainland Chinese users aswell as alocalized version of the blog
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hoding service MSN Spaces. Theblog-hoging service came unde immediate
internaiond criticism because it blocked users from entering certain politically senstive
keywordsinto thetitles of ther blogs MSN Spaces came unde even greater firein
Januay 2006after it ddeted theblog of the prominent Beijing-based blogge Zhao Jing,
akaMichad Anti.3* Inrespone to criticism, MSN adjugted its policies to require that
employees not censor any blogswithoutawritten, legdly-binding order from Chinese
authorities, and that censored blogswould not be deleted but would rather be GilteredO
from Vééew by people tryingto visit them from | P addresses located from within mainland
China

In 2006M SN introduced a cusomized Chinese search engine for the mainland market
which, like Y ahoo! China search engine, actively de-listed politically senstive
webdtes. Unlike Yahoo!, however, MSN has opted notto hod alocalized version of its
e-mail service, Hotmail, on computer serversindde China It has doneso even though
keeping the accountdata for Hotmail@ Chinese users on servers outside the PRC has
from time to time madeit difficult for Chinese Hotmail users to access their e-mail.>®
According to Human Rights Watch and other sources, Microsoft executives have
acknowedged tha oneof thereasonsMicrosoft opted not to offer Hotmail in China
relates to concernstha Microsoft would finditself in the same postion as Yahoo! did in
the cases of Shi Tao and at least three others: having to choos between breaking Chinese
law or providing information about political dissidents to the Chinese police.®” Indugry
ingders have confirmed to this author tha Microsoft hasin the past refused Chinese
govanment requests for Hotmail user daa, onthegroundstha thedaais notunde PRC
legd jurisdiction.

Google: Googlefirst introduced aU.S.-hoged simplified Chinese version of its globd
search enginein 2000°® However it did not set up an office in mainland Chinauntl July
of 2005with thelaund of its research and development center in Beijing> On Januay
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26,2006 Google unveled a censored Chinese-languaye search engineat Google.cn. The
movewas greeted with widespread criticism by human rights and free speech groupswho
accused Google of violating its own core philosophy, Glon®be evil. OGoogle executives
ingsted tha the censored search engine was the best way to serve the Chinese market,
because they clamed tha the appearance of sendtive webstes and keywordsin search
results was causing access difficulties for mainland users.®

Testifying on February 15,2006before the U.S. Congress, Google Vice President Eliot
Schrageindicated tha Google had drawn important lessonsfrom the experiences of

Y ahoo! and Microsoft: GGoogle.cn today indudes basic Google search services, togeher
with alocal busnessinformation and map service. Other produdsbBuch as Gmail and
Blogge, our blog servicebBha involve pesond and confidentia informationwill be
introducd only when we are comfortable tha we can providethem in away that protects
the privacy and security of usersQinformation &*

Thus different Internet companies can make Band have made Bdifferent choices. The
two Interne giants that entered Chinaafter Y ahoo! were fortunde to be able to learn
from Y ahoo!@ mistakes. By notoffering e-mail services hoged ingde mainland China
they have avoided having to assist theregime injailing dissdentsin order to remain in
compliance with Chinese law. While Google and Microsoft have come unde firein
Chinafor complying with govenment demandsto censor search engineresults and blogs
(in Microsoft@ case), they have avoided beng directly responsble for ruining thelives of
specific human bangswho have spoken critically of the Chinese regime. These choices
indicate that engagement by Internet companies with Chinais not entirely an Geither-orO
propostion in which foreign companies have absolutely no control over ther behavior if
they areto condud busnessin Chinaat al. Choices can be made abouthow and at wha
level to engage
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Section 4: Can global information ethics be legislated?

On February 16, 2006 a Congressiond hearing was hdd in which Google, Microsoft,

Y ahoo! and Cisco were publicly chastised for assisting Chinese censorship and/or
surveillance.®? The next day, proposed legisiation entitled the Globd Online Freedom Act
of 2006(GOFA) was introduced by Congressmen Tom Lantos a Democrat from
California, and New Jersey Republican Christophe Smith.®® Initsorigind form, thebill
induded provisonstha would forbid the storage of user data on serversingde Ching,
would make it illegd to sell equipment or servicesto law enforcement agendesin
counties like Chinaand would enable victims of Yahoo!s police collaboration to sue
Yahoo!in US court. Thebill would require US Internet companies to hand over all lists
of forbidden words provided to them by "any foreign official of an Interne-restricting
county" (as defined by the US State Department) to a specially created US Office of
Globd Internet Freedom It would also require these companies to report all content
ddeted or blocked at therequest of such a government to the same gove'nment office.
Free speech groupslike the Electronic Frontier Founddion pointed outthat this would
place US Internet companies in the pogtion of acting as informersto the US govenment
aboutactionsof aforeign goveanment. It a'so would result in handing over Chinese user
information to the US government. GOFA was then subgantially amended by the House
Foreign Affairs Committee in thewake of critical feedback. In July 2006 GOFA was
endorsed by fourteen human rights organizations induding Human Rights Watch,
Amnesty Internaiond, Reporters Without Borders, and the Committee to Protect
Joumdists.®

By theend of 2006,when the 10%h Congress came to an end, there had been no further
movement on this proposd piece of legidation. On Januay 5, 2007 Congressman Chris
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6039834html tag=st.rn (accessed Augug 22, 2007)

% Declan McCullagh, Proposed |aw targets tech-Chinacoopeation OCNet News.com,
February 16, 2008 at: http://news.com.comVProposedHaw+targets+tech-
Chinatcoopeation/2100-1028 36040303ntml (accessed Augug 22,2007) For a copy
of theorigind, un-amended text of thebill, see:

http://rconvesation blogscom/rconvasation/ filesSMITNJ 094 XML.pdf; For a
critiqueof thebill@ initial version written by this author, see: Rebecca MacKinnon,
QA\merica® Online Censors,OFebruary 24, 2006 at:
http://www.thenaion.com/dod20060313hackinnon (accessed Augug 22,2007); For
theamendeal version of thebill see: hitp://thomas.|oc.gov/cgi-
bin/bdquey/z?d109h.r.04780 (accessed Augus 22, 2007)

% GFourteen humen rights organisationsexpress support for a US draft law on free
expression online (GOFA),OReporters Without Borders webste, July 18, 2006 at:
http://www.rsf.org/article. php3?d_aticle=18304 (accessed Augug 22,2007)




Smith reintroduced thebill as the Globd Online FreedomAct of 2007 As summarized
in apressrelease issued by Smith@ office, the Act in its present form seeks to dothe
following:

* Prohibits US companies from disclogng to foreign officials of an
"Internet Restricting County" informationthat persondly
identifies a particular user except for "legitimate foreign law
enforcement purmposs’ [as defined by the Department of Judice];

* Createsaprivaterightof action for individuds aggrieved by the
disclosure of such persond identificationto file suit in any US
district coutt;

* Prohibits USinternet service providers from blocking online
content of US govenment or US-govenment financed sites;

* Authorizes $50 million for a new interagency office within the
State Department charged with developing and implementing a
globd strategy to comba state-spon®red internet jamming by
repressive counties;

* Requiresthenew Office of Globd Internet Freedom to monitor
filtered terms; and to work with Internet companies and the non
profit sector to develop avoluntary codeof minimum corporate
standadsrelated to Internet freedom

* Requires Interne companies to disclose to thenew Office of
Globd Interng Freedomthetermsthey filter and the parameters
they mugd meet in order to do busnessin Internet Restricting
Counties,

* Requiresthe President to submit to Congress an annud report
designaing as an "Internet Restricting County" any naiontha
systematically and subdantialy restrict internet freedomn

* Edablishescivil pendtiesfor busnesses (up to $2million) and
individuds (up to $100000 for violationsof the new
requirements;

* Mandaesafeasbility study, by the Department of Commerce, to
degerminewha type of restrictionsand safeguardsshould be
imposed on the export of computer equipment which could be used
in an Internet Restricting Country to restrict Internet freedom®

® For full text of the Globd Online Freedom Act of 2007 see:
http://thomes.loc.govhome/gpoxmcl10h275 ihxml (accessed Augug 22,2007)

% (Bmith Reintroduces the Globd Online FreedomAct, OPRNewswire, Januay 8, 2007,
a: http://www.prnewswire.convcgi-bin/stories.pl?ACCT=104&STORY =/www/story/01-
08-20070004502076&DATE= (accessed September 20,2007)




In early February 2007 GOFA was sent to the House Subcommittee on Commerce, Trade
and Consumer Protection, where it has remained withoutaction since then *’

GOFA 2007was endorsed by the same fourteen human rights organizationstha endorsed
the 2006version ®® Notably, onlinefree speech organizationssuch as the Electronic
Frontier Founddion (EFF) and the Center for Democracy and Technology (CDT), aswell
as academic centers for the study of Internet and policy such as the Berkman Center for
Internet and Sodety and the Open Net Initiative, have not endorsed GOFA. Onereason
was, as Oxford@® Jonahan Zittrain and Harvard® Jonahan Palfrey putit, GOFAG
restrictionson the busness of U.S. technology firms overseas are so restrictive Qhat
opaning your new busness linein Chinawould probably be anongarter.3° The
organizationsand academics who did notendase GOFA are indined to view legidation
as an ingrument of very last resort, preferring alight govenment toudh when it comesto
govenment regulation of thetechnology sector in generd. Thereisalso theconcern, as
expressed in thedaly work of the EFF and CDT in paticular, that it isimpossible to
divide up theworld definitively into Onternet restricting countiesOand norvinternet
restricting counties. even in the United States there have been recent cases of companies
beng sued for nat adequaely protecting user rightsin theface of encroachments by U.S.
govenment agendies.”® Inits study of counties tha censor the Internet, the Open Net
Initiative has pinpointed 25 counties, induding democracies such as Thaland where
Internet GilteringGoccurs.” Another concern relates to therole of theU.S. govanment
in particular, the Department of Jugice (DOJ) Bin acting asfind arbiter of what
congitutes a"legitimate law enforcement purpos” and wha does notin cases concerning
nonAmericans Given the DOJs negative internaiond reputationfor its stance on
torture, it isreasonéble to condudetha the DOJs involvement with U.S. busness
opeaationsoverseasis notlikely to have a postive impact on these companies

" MH.R. 275 The Globd Online FreedomAct of 2007 OWashiongbnwatch.com, at:
http://www.washingtonwatch.com/bills/show/110_HR_275html (accessed September
20,2007)

% CBuppot the Globd Online Freedom Act of 2007- Joint NGO Statement to Members
of Congressin Suppot of H.R. 2750OHuman Rights Watch, Januay 16, 2007, at:
http://hrw.org/english/docs/200607/18/usnt14013htm (accessed September 20, 2007)
% John Palfrey and Jonahan Zittrain, GCompanies need guidance to face censors abroad,O
CNet News.com, Augug 14,2007, at:
http://news.com.com/Companies+nesd+guidance+to+acet+censors+abroad/2010
1028_36202426html (accessed September 20, 2007)
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September 20,2007)
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compeiitivenessin many markets.”? Thus thestructure of GOFA has been called
"hypogitical" and "arrogant” by some critics (induding this author) who would
nonghdess like to see Internet companies adheae to highe ethical standadsonfree
expression and privacy.” As Zittrain and Palfrey putit, OThethreat of legisiation may be
more effective in improving behavior than actudly passing thelaw.G*

Section 5: Privacy and free expression: a new realm of '""Corporate
Social Responsibility."

Views of Human Rights Organizations: |n the spring and summer of 2006 Human
Rights Watch, Amnesty Internaiond, and Reporters WithoutBorders all published
recommendaionsfor how companies might suppat rather than hinde human rights and
free expressionin places like China

In Januay 2006 Reporters WithoutBorders pullished the following recommendaions
for Internet companies:

* E-mail services: No US company would be allowed to hog e-mail servers
within arepressive county*. So, if theauthorities of arepressive county
want persond information aboutthe user of aUS company@ e-mail service,
they would have to request it unde a procedure supervised by US.

* Search engines: Search engines would not beallowed to incorporate
automatic filters tha censor (orotectedOwords The list of QorotectedO
keywords such as QlemocracyOor Ghuman rightsOshould be appended to the
law or codeof condud.

* Content hosts (websites, blogs, discussion forums etc): US companies
would not be allowed to locate their hog servers within repressive countries.
If theauthorities of arepressive county desire the closure of apublication
hoded by a US company, they would have to request it unde a procedure
supeavised by theUS judicial authorities. Like search engines, content hods
would not be allowed to incorporate automatic filters that censor QorotectedO
key-words

2 AnneBroache, "Politicos OK limits for U.S. firms in Net-censoring counties,” CNet
News, Octobe 23,2007,at: http://www.news.conV8301-10784 39802616
7.html?part=rss& subj=news& tag=25471_3-0-5 (accessed December 10, 2007)

"3 Rebecca MacKinnon "Globd Online Freedom Act Passes House Committee,”
Rconvesation, Octobe 24,2007 at:
http://rconvesation.blogscom/rconvesation/2007/40/globd-online-f.html (accessed
December 10, 2007) Rebecca MacKinnon,How Google, Y ahoo,and Microsoft Sold
their Souls to China OGOOD Magazine, July 2007, at:

http://www.goodnagazine comvsection/Provocationdinternet_intervention (accessed
December 10,2007)
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* Internet censorship technologies: Reporters WithoutBorders proposs two
options

o Option a: US companies would nolonge be permitted to sell Internet
censorship software to repressive states.

o Option b: They would till be able to market this type of software butit will
have to incorporate alist of (orotectedOkeywordsthat are rendeared
technically impossible to censor.

* Internet surveillance technology and equipment: US companies would
have to obtain the express pemission of the Department of Commercein
order to sell to arepressive county any technology or equipment which can
be used to intercept electronic communicationsor which is specifically
designal to assist the authorities in monitoring Internet users.

* Training: US companies would have to obtain theexpress pemission of the
Department of Commerce before providing any programme of trainingin
Internet surveillance and censorship techniquesin arepressive county.

* A list of countiestha repress freedom of expression would be drawn up
onthebasis of doauments provided by the US State Department and would
be appendel to the codeof condud or law that isadopted. Thislist would be
regularly updaed.”

Many of theideas in Reporters Without BordersGrecommendaionsaboveinfluenced the
first draft of the Globd Online Freedom Act of 2006.

While Amnesty Internaiond and Human Rights Watch suppotted GOFA, these
organizationschose to avoid repeating Reporters Without BordersOinitial idea Dpicked
up by the Congressiond staffers who drafted GOFA D of involving the U.S. goveanment
as arbiter for deciding wha conditutes a @epressiveOcounty. Ingead they issued
recommendaionstha would beless dependent on a specific role for theU.S. or any
other govenment.

In July 2006 Amnesty Internaiond outiined thefollowing recommendaionsto Or ahoo!,
Microsoft, Google and other Internet companies operatingin ChinaO

1. Publicly commit to honouring the freedom of expression provision in
the Chinese congitution and lobbyfor therelease of al cyber-dissdents
and joumdistsimprisoned solely for the peaceful and legitimate exercise
of thar freedomof expression.

2. Be transparent about the filtering process used by the company in
Chinaand aroundtheworld and make public wha wordsand phrases are
filtered and howthese words are selected.

Do Internet companies need to beregulated to ensure they respect free expression?'
Reporters WithoutBorders, Januay 6, 2006, at:
http://www.rsf.org/articlephp3?d_aticle=16110(accessed December 10, 2007)




Make publicly available all agreements between the company and the
Chinese govenment with implicationsfor censorship of information and
suppression of dissent.

Exhaust all judicial remedies and appeals in China and
internationally before complying with state directives where these have
humen rights implications Make known to the government the company®
prindpled oppostion to implementing any requests or directives which
breach internaiond human rights norms whenever such pressures are
applied.

Develop an explicit human rights policy tha states the company®
suppot for the Universal Declaration of Human Rights and complies with
the UN Norms for Busness and the UN Globd Compact® principle on
avoiding complicity in human rights violations

Clarify to what extent human rights considerations are taken into
account in the processes and procedures that the company undetakesin
deciding whether and how the company® values and reputation will be
compromised if it assists governments to censor access to the Internet.
Exercise leadership in promoting human rights in China through
lobbying thegovaenment for legidative and sodal reform in linewith
internaiond human rights standads, throughseeking clarification of the
existing legd framework and through adoping busness practices tha
encourage Chinato comply with its human rights obligations

Participate in and support the outcomes of a multi-stakeholder
process to develop a set of guiddinesrelating to the Internet and human
rightsissues, aswell as mechanisms for thar implementation and
verification, as pat of broader efforts to promote recognition of thebody
of human rights prindples applicable to companies.”

Inits Augug 2006report, Human Rights Watch outlined the following recommendaions
Qo Internet companies working in ChinaO

Lobby and attempt to convince the Chinese govenment and its officials
to end political censorship of theInternet.

Develop and adhere to a code of conduct tha prohibits participaionin
or facilitation of infringaments of therightto free expression, information,
privacy, assodation, or other internationdly recognized human rights.
Never turn over personal user information if it could lead to
prosecution for protected expression. In order to minimize conflicts
with Chinese law, companies should not store such daain China

Never censor any material unless required by legally binding and
written government request. The practice of proactively seeking and
censoring search terms, words or phrasesin blogs charooms, online

"® Undermining Freedom of Expression in China: The role of Yahoo!, Microsoft, and
Google, Amnesty Internaiond report, July 2006,online at:
http://www.amnesty.org/en/repart/info/POL 30/0262006 (accessed December 10, 2007)




bulletin boads and webdtes, aswell as entire website addresses, crosses
thelinefrom being censored to becoming the censor, and mug end
immediately. There is an ethical difference between beng censored and
being the censor.

* Use all legal means to resist demands for censorship of searches, blogs
web addresses, etc. Companies should only comply with such demandsif
they are madevialegdly binding, doaumentable procedures and the
company has exhauged all reasonable legd meansto resist them.

*  Document all cases in which content has been censored in compliance
with legdly binding govenment demandsand make this information
publicly available.

* Make websites and email available to users to allow for secure
communication Vvia secure protocols such as https(an encrypted version
of the Hypertext Tranger Protocol Onitp,Othe primary method used to
convey and trander information on theworld wideweb), IMAPS (a secure
version of thelnternet Message Access Protocol that allows alocal client
to access email on aremote server), and POPS (encrypted version of the
Pog Office Protocol commonly used by email services so tha users can
retrieve email from a remote server).”’

Shareholder activism: Research and recommendaionsof human rights groupshave
been particularly influential with activist shareholders and investment fundsthat
specidizein sodally responsble investing. Investors and shareholders concerned about
corporate sodal responsbility (CSR) have been asking questionsaboutcompaniesQ abor
and environmental practices for many years now, but the free speech and privacy aspect
of corporate soda responsbility is new territory for CSR investors. In May 2005the
sodally responsble investment fundsDomini Sodal Investments and Bogon Common
Asset Management filed a shareholder resolution tha would have required Cisco Systems
to follow stricter human rights criteria. While theresolution only received 11 percent
suppot in 2005 asimilar resolutionfiled in 2006ganed a favorable vote of 29 percent,
reflecting growing conaernsby investors over human rights and privacy implicationsof
the busness choices by I T companiesin autharitarian counties.”® 2005was also theyear
tha fund manage's and investment groupsalso began to organize and strategize around
free speech and privacy issues. In November of tha year, two dozen fund managers and
investment andysts signed a joint statement pledging to monitor the human rights impact

" Race to the Bottom, Human Rights Watch, Part VI, Recommendaions

"8 Kevin Poulsen, CCritics Squeeze Cisco Over Ching OWired, July 29,2007 ,at:
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QHuman Rights and Internet Fragmentation Proposl Receives Record Shareholder
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http://www.bogonmmmonasset.com/news/cisco-agm-111506html (Accessed September
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of technology companies doing busnessin authoritarian counties, and also called for
companies to publicly affirm ther commitment to freedom of expression.”

In 2007,the New Y ork City Comptroller filed a shareholder resolution on behdf of
several New Y ork City employee pendonfunds It Gzalled for management at Y ahoo! to
ingitute policies, with certain minimum standads, to protect freedom of accessto the
Internet.3° Theresolution further asked tha those standardsindudethefollowing;

Datatha can identify individud users should not be hoded in Internet
restricting counties, where political speech can betreated as a crime by
thelegd system; the company will notengagein pro-active censorship;
thecompany will use al legd meansto resist demandsfor censorship.
Thecompany will only comply with such demandsif required to do so
throughlegdly binding procedures; users will be clearly informed when
the company has acceded to legdly binding govanment requests to filter
or otherwise censor content tha users are trying to access; users should be
informed aboutthe company® daa retention practices, and theways in
which ther datais shared with third parties; and, the company will
doaument all cases where legdly-binding censorship requests have been
complied with, and tha informationwill be publicly available.®*

Y ahoo! attempted to block theresolution from appearing on the shareholder bdlot, but

the U.S. Securities Exchange Commission rejected Y ahoo!G request to omit it fromthe
bdlot.® At theannud Y ahoo! shareholder meetingon June12, 2007, orly 15.2 percent
of shareholders voted in favor of theresolution® A similar resolution was rejected by

" Associated Press, OMoney's Nice, but Freedoms Nicer,OWired, November 8, 2005 at:
http://www.wired.com/pditicslaw/news/200541/69508(accessed September 22, 2007);
Tom Zeller Jr., GCritics Press Companies on Internet Rights |ssues,ONew York Times,
November 8, 2006, at:

http://www.nytimes.comy20054 1/08/technology/08daa.html ?ex=1289106000&n=f637
437839fdffar&ei=5088&partner=rssnyt& emc=rss (accessed September 22,2007} Full
text of the pledgecan be downloaded here:
http://www.nytimes.com/packages/pdf/busness/20051108satement.pdf (accessed
September 22,2007)
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September 22,2007)
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Google shareholdersin April 3 In its statement to shareholders, the Y ahoo! Board of
piregt_prs argued agang the shareholder resolution because:

Y ahoo! bdievestha it would be imprudent for the Company to be
condrained by a set of specific, static and highly prescriptive standads
and policies tha may notbeworkable and effective across countiies and
busnesslines. Ingead, Yahoo!, its stockholders and its users are better
served by more generalized pdicies tha fully reflect the Company@
commitment to the prindples of free speech and user privacy and till
afford the Company enoughflexibility to design and implement
procedures tha comply with thevariouslegd systems unde which the
Company chooss to opaate.®

Thereport cited an action plan announed in February 2006at the Congressiond
hearings

¥Collective Action: Yahoo! will work with indudry, govenment,
academia and nongovenmental organizationsto explore policiesto gude
indugry practices in counties where content is treated more restrictively
than in the United States and to promote the prindples of freedom of
Speech and expression.

¥Compliance Practices: Yahoo! will coninueto employ rigorous
procedural protectionsunde applicable laws in respons to govenment
requests for information, maintaining its commitment to user privacy and
compliance with thelaw.

¥Information Restrictions: Where a govenment requests tha Y ahoo!
restrict search results, Yahoo! will do so if required by applicable law and
only in away that impects theresults as narowly as posible. If Yahoo!is
required to restrict search results, it will strive to achieve maximum
trangparency to theuser.

¥Government Engagement: Yahoo! will actively engagein ongong
policy dialoguewith governments with respect to the nature of the Internet
and thefree flow of information.®®

shareholders reject call for greater internet freedom,OThe Daily Telegraph, Junel4,
2007, at:
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TheYahoo! Board of Directors statement went onto describe how the company has since
Qi so0 established a multi-disciplinary and cross-functiond team of Y ahoo! employees
worldwideto coordinae and suppot the Company@ efforts to address privacy and free
expression issues on aglobd basis.OAccording to Y ahoo!, theteam conaults frequently
with government agendes, outside experts, and other technology companies in order to
(xeek solutionsto free expression and privacy chdlenges.&’

At the June12 shareholder meeting, Y ahoo! founder Jerry Y ang also made a statement
on human rights and Chinain which he condennead the Chinese govenmentQ
imprisonment of people who express political views online

We remain deeply concerned aboutgovenments that imprison ther own
citizensfor exchanging ideas and expressing political views, especially
online Yahoo! condannsthese actions We join theglobd Interne
community in calling for therelease of those imprisoned for expressing
their political views onling, in paticular in places like China WeQre
expressed those views to the Chinese govenment and to the U.S.
govanment. Over thepast year, weQe met with the U.S. govenment and
outsideexpetsin thisfield, induding as recently as last week when | was
with some senior officials at the State Department on thetopic of Internet
cens%gship and political dissidents and to ask for the U.S. govanment®®
hdp.

Voluntary industry principles: When arguing agang wha company executives called
nighly prescriptiveOshareholder resolutionson freedom of expression, Jerry Yang®
speech and Y ahoo!® Board of Directors statement used onefurther example of
aternative efforts to incorporate free expression and privacy concernsinto the company®
bugness practices. Alongwith Google, Microsoft, Vodghone and the Swedish telecoms
company TeliaSonaa, Y ahoo! has been participaingin a Onulti-stakeholder processO
with 24 Gtakeholder groupsOhuman rights groups (induding Human Rights Watch,
Amnesty Internaiond, Reporters WithoutBorde's, and Human Rightsin China), free
gpeech organizations(induding the Center for Democaracy and Technology, the
Electronic Frontier Organization, and the OpenNet Initiative), sodally responsble
investment funds(induding Calvert, Domini, and Bogon Common), and severd
academic inditutions(induding Berkeley, Harvard, and Oxford). Thegroupaimsto
develop globd indudry prindplestha will set standardsfor internet and
telecommunicationscompanies to protect usersOprivacy and freedomof expression.
Facilitated by two groups the San Frand sco-based Busness for Soda Responsbility

% Ibid., p.34

8 Qerry Y ang Human Rights Statement, Oreprodudion of unpubished document:
Cstatement on the Internet & Human Rights, Jerry Yang, Y ahoo! Co-Founde
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and the Washington-based Center for Democracy and Technology, the process began
behind closed doors in 2006and was made public in Januay 2007%

Participants expect that theglobd prindpleswill be findized and made puldic in 2008.
Theprindples on privacy and free expression are not specifically Chinafocused, but
rather are meant to betruly globd. As paticipantsin the process (induding this author)
have pointed out, it is hard to find any county where Internet and telecoms companies do
not face the chdlengeof bdandng govenment demandsfor control and informationon
the onehand, and usersOinterests as well as rights to free speech and privacy onthe
other.®® In 2006,the Electronic Frontier Foundaion filed a class-action lawsuit againg
the U.S. telecoms company AT& T accusing it of Qriolating thelaw and the privacy of its
cugomers by collaborating with the Nationd Security Agency (NSA) inits massive,
illegd program to wiretap and data-mine Americans communicationsG* By the middle
of 2007it had become clear that AT& T@ actionswere part of amassive, sophisticated
andillegd daa-mining and wire-tapping program involving dozensof U.S.
telecommunicationscompanies and internet service providers, which had been goingon
since 2001at the behest of the Nationd Security Agency.*? In Augug 2007Google
conceded to pressure fromthe Tha government and agreed to censor videostha violate
Tha law.*” Theded was condemned by the Internaiond Federation of Joumdists.**
These are jug two of many examples of how Internet and telecoms companies are unde
pressure to condud censorship or violate user privacy even in counties with demoaratic
govenments.

8 GCompanies, Human Rights Groups Investors, Academics and Technology Leaders to
Address Internaiond Free Expression and Privacy Chalenges,OPress Release from
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globd-commit.html (accessed September 22,2007
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A magjor chdlengein developing aglobd indugry codeof condud for free expression
and privacy relates to the conflict between domestic laws on onehand and internaiond
law on the other. As Human Rights Watch pointed outin a 2006report: Orhe broad
content restrictionsfoundin Chinese Internet law and reiterated by the Provisons[onthe
Administration of Internet News Information Services issued jointly by the State Coundl
Information Office (SCIO) and the Ministry of Information Indudry in September 2009
areimpossible to recondle with thefree speech protectionsfoundin internaiond law.G°
To what extent should non-state actors like Yahoo! be hdd responsble for protecting
human rights when host govenments fail to upho their own human rights obligations?

While internationd law places primary responsbility for protecting human rights with
govenments, theideatha corporationsdo have aGphee of influenceOfor which they
should be hdd responsble was the basis of the UN Globd Compact. Launched in 2000,
signaories now indude3000firms from 116 courtries. The compact@ first two
prindples relate directly to human rights GPrindple 1: Businesses should suppot and
respect the protection of internaiondly prodaimed human rights; Prindple 2: make sure
that they are nat complicit in human rights abuses.3° Y ahoo! violated both these
prindplesin the cases of Shi Tao, Wang Xiaoning, Li Zhi and Jiang Lijun.

Asindicated in thar recommendaionsearlier in this section, theworld'smog influential
and prominent human rights groupsare of theview tha companies such as Y ahoo! have
aresponsbility to lobbylocal govenmentsin an effort to bring thelegd systems and
human rights practices moreinto linewith internaiond law. However as statements by
Y ahoo! CEO Jerry Y ang and others quoied aboveindicate, the corparate view isthat the
job of lobbying the Chinese govenment to changeitslegd system and human rights
practicesisfor theU.S. govenment and othe governments.

Thus the Onulti-stakeholder process,Oin which human rights groups companies,
investor groupsand academics are negotiating a corporate codeof condud, is not
expected to result in a corporate pledgeof civil disobealience. Rather, based on this
author® participationin some of the drafting meetings the prindples can be expected to
focusprimarily on trangparency and accountbility aroundprivacy and censorship.
Companies have an obligation respondto and interpret local laws and regulationsin a
way tha maximizes free expression and privacy. They also have an ethical obligaionto
better inform users aboutwhat is hgpopening with theinformation they are produdng,
trangmitting, or conauming, so tha users can make more informed choices abouthow to
use Por notuse Bacompany@ service. The prindples and the process surrounding them

% http://www.hrw.org/reports/2006/chinad8068.htm# Toc142395821

% QUnited NationsGlobd Compact: Third world way,OThe Econonist.com, July 20,
2007 at:

http://www.economist.com/busness/globdexecutive/displaystory.cfm?story id=9531002
(accessed December 8, 2007) Also see theofficial Globd Compact webdte at:
http://www.unglobdcompact.org; section on the human rights prindples:
http://www.unglobdcompact.org/AboufTheGC/TheTenPrind pleshumanRights.html
(accessed December 8, 2007)




are aso likely to indudea commitment by all signatories to globd indugry and policy
dialogueonissues of privacy and free expression, and public education to improve
genera public awareness of the vulneabilities to usersOprivacy and free expression when
usng any Internet or telecoms produd or service.

Several of thegroupsinvadved with the prindples process have experience in dedling
with indugry codes of condud in other indudries, focusng on other concernssuch as
environmental protection and labor standards Three oft-cited examples of best practice
are theVoluntary Prindples on Security and Human Rights which promotes human rights
impact assessments in the extractive sector, the Extractive Indugries Trangarency
Initiative (EITI) in which companies disclose payments to hog govenments, and the
Kimberley Process which aims to stem the flow of conflict diamonds® Those with
experience in developing such codes point outtha developing a codeistheeasiest pat b
achieving successful and meaningful application of those codes over time is much more
chdlenging ®® Signaories mug adhee to meaningful reporting requirements, and
compliance mug be monitored. Thusthe chdlengeis notonly to develop a codeof
condud for free speech and privacy, butalso to develop effective and credible reporting
and assurance mechanisms aroundit.

InaMarch 2007report to the U.N. Human Rights Coundl, JohnRuggie, Harvard
professor and Special Representative to the Secretary-General on busness and human
rights, lauded voluntary corparate codes of condud as an innovaive way to Gill
regulatory gapsObetween internationd and domestic laws that can contribute to human
rights abuses. He foundthat when companies conduct Ghumen rights impact assessmentsO
onaregular basis as part of compliance in such initiatives, there are tangible
improvements in corporate behavior. However Ruggie expressed concern aboutthelack
of accounbility of such initiatives Ba conaern tha the NGO sector has a so stressed.
Ruggie aso conduddl tha voluntary initiatives have so far been relevant only to large
multinaiond companies:

First, because many of the tools were developed for large nationd and
transnationd firms, they are not directly suitable for smal- and medium-
Sized enterprises. Existing tools need to be adapted or new ones
developed. Second,as noted, large developing country firms are just
beginning to bedrawn into thisarena. Third, amore seriousomission may
bemaor state-owned enterprises based in some emerging econamies. with
few exceptions, they have not yet voluntarily associated themselves with
suchinitiatives, norisit well understood when therules of State
attribution apply to ther human rights performance.*

%" For the websites of these three organizationssee: http://www.voluntaryprindples.org/
http://www.eitrangparency.org/ and http://www.kimberleyprocess.cony .

% For oneexample of issues related to codes of condud see Sven Helin, Johan
SanddgrSm. (2007)An Inqury into the Study of Corporate Codes of Ethics. Joumd of
Bugness Ethics 75:3, 253

% JohnRuggie, "Business and humen rights: mapping internaiond standards of




In Ching Corparate Soda Resonsbility (CSR) isby no meansataboosubject. In 2003,
the ChinaBudness Counal for Sugainable Development was founded in Beijing, CSR
conferences have been hdd aroundmainland China and a growing numbe of Chinese
companies are publishing CSR reports Binduding mog recently Alibaba, Yahoo!@
patner in China'® Currently in China, CSR focuses entirely on environmental and labor
practices, in addition to suppot for community education and sugainable development.
Generdly these areas do not bring corporate busness ethics into conflict with existing
local law. In fact, CSR in mog parts of theworld and in mog issues such as environment
and laborisintended to assist governments in preventing behavior tha runscounter to
local law in thefirst place Bor at least does not contradict it. The problem with the
Internet and telecommunicationssector is tha Chinese domestic laws and regulations
compd corporate behavior tha isin clear violation of usersCrights to privacy and
freedom of expression as outlined by internaiond law.

Not only isit difficult for foreign Internet and telecoms companies to avoid violating the
Globd Compact when opeaating in Ching domestic Chinese companiesarein an even
toughe situaion. Would signing onto aglobd corporate codeof condud for free speech
and privacy Dand attempting to adhee to the code3 reporting and assurance processes B
inevitably place domestic Chinese companiesin an adversarial postionvis a vis Chinese
law enforcement, state security, propagandaorgans, and other govenment bodies?
Furthermore, in Chinawhere domestic Internet and telecoms services dominate, if
foreign multinaionds are encumbered by a codeof condud while thar domestic
competitors are not, will tha inevitably result in aweakening of thoge foreign companiesO
market postion - and thusa weakening of ther influence on domestic busness norms
and practices? Or will Chinese consumers care enoughaboutthe extra respect tha
foreign companies are paying to ther rights that these companies could gan busness
advantage? More research needsto be doneto deermine whether such afactor could
ove thelongrun comprise a competitive advantage

Thusthe problem of how Internet and telecoms companies can engage successfully in the
Chinese market while avoiding collaborationin suppressing their usersCrightto free
speech Das recognized in the Universal Declaration of Human Rights and other
doauments tha Chinahas sgned Bremainsunslved. It isundear whether the corparate
prinaples and the compliance process surrounding them will enable Yahoo!to prevent a

responsbility and accountbility for corporate acts,” A/HRC/4/35, 19 February 2007,
downloadable at: http://www.bus ness-humanrights.org/Documents/RuggieHRC2007
(accessed December 8, 2007)
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responsbility-report/ ; JR. Wu, On China, Pangsof Soda Congsience,OWall Street
Joumd Asia, April 25,2007, at: http://onlinews.convarticle/SB117743804349980758
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case like Shi Tao®@from ever hgppening again. That said, Yahoo!s expeienceisaclear
example of howthe "when in Rome, do asthe Romansdo" approach to busness
practices on free expression and privacy poses seriousreputationd risksfor a
multinationd company whos busness dependsin large part on maintaining user trust in
all of its markets aroundthe world. Y ahoo! cannotafford another Shi Tao, in Chinaor
elsewhere. Nor can Microsoft or Google afford to have onesome day. Thusthese
companies and others are devoting subdantial time and resources to figuring out howto
avoid being accused of collaboration with government human rights violations wherever
they opeate, regardless of whether they mightbe able to keep thar noses legdly clean.

Section 6: Conclusion - Lessons for everyone

Withoutspeaking directly to Shi Tao, it isimpossible to confirm how much hetruly
undestood aboutthe extent to which information linking himself to his e-mail address
was bang stored by Y ahoo! China We don® know whether he undestoodthat this deta
was bang housd on computer serversinddethe PRC despite thefact that Yahoo!isa
U.S.-based company, and whether he undestoodtha the content of his emails and all of
his user information could potentially be shared with Chinese police. We know that mos
users of free web mail services do notread thefineprintin the Terms of Service or User
Agreement before clicking Q\greeOto set up ther account Those who follow human
rightsissuesin Chinaalso know tha sometimes people choose to take subgantial risksin
order to express dissenting views or communicate with groupsabroad, are fully aware of
therisks they are taking when they do so, and make a clear decison tha thos risks are
worth taking. But we do notknow whether Shi Tao was making fully informed decisions
to use his Yahoo! Chinae-mail accountto trangmit politically sendtive information
oveseas. Nor do we knowwhether hewould have made different decisonsabouthow to
usebor notuse Bhis Yahoo! Chinae-mail accountif hewere fully aware of thetechnical
and legd situaion surroundng use of tha particular e-mail service.

Legdly, Yahoo! may beoff thehookin the Shi Tao case. But if Yahoo! management
truly intend to prevent another case like Shi Tao@ from happening in conjundion with
any Y ahoo! owned or branded produds anywhere ontheglobg Yahoo! mud take its
ethical obligationsto theuser much more serioudy than it did when setting up Y ahoo!
Chinaand in its subsquent management of its Chinabased busness interests. Y ahoo!
mug take stronger measures to inform and educate users, so tha users can make
informed choices abouthowto use Y ahoo! services. While Y ahoo! Chinais now
opeaated by Alibaba inasmuch asthee-mail and other Y ahoo! Chinaservices still carry
the brand name of Yahoo!, an American company, Y ahoo! has amoral obligaionto
ingst tha the Alibabamanagers who run Yahoo! Chinamake it as clear as possible to
userstha when it comesto privacy, user daaisvery much in PRC jurisdiction, which
meanstha Qrimind investigationgOwill be condicted unde the PRC definition of
Qrime.OUsers and investors of Y ahoo! and Alibabain Chinaand aroundtheworld
should use thar influence to demand maximum trangparency and honesty fromtheir
service provider.



Furthermore, if we want to make sure that cases like Shi Tao@ never happen again, it is
not enoughto wait for Internet and telecoms service companies to ater ther busness
practices and the way that they communicate with users. Widespread public ignorance -
even among well-educated people - aboutinformation security, censorship, and
surveillance technologies has particularly acute consequencesin a place like Mainland
China We mug also notoverlook the potential implicationsof such ignorancein freer
sodeties with stronge civil liberties protections including HongKong, the United States,
and Western Europe Basic information technology literacy should bean urgent
educationd priority in all sodetiestha cherish pluralism and free public discourse.

Universities, schools, NGO®, and govenments have an obligation to do a much better
job than we have doneso far in educating the public abouttherealities of privacy and
surveillance when udng Interne and telecoms techndogies. Globdly, mos pulics are
largdy ignorant of the extent to which ther e-mail communicationscan beintercepted b
legdly orillegdly Pat variousstages. Even many human rights activists and joumdists
are frightfully ignorant aboutinformation security. If we want to ensure that free speech
remainsapossibility in any sodety, we mug do everything possible to educate our fellow
citizensaboutthe bariers and threats to thar privacy, free speech, and free access to
information.

Findly, thestory of Shi Tao and Y ahoo! highlights the extent to which people whose
privacy or rightto free speech ismog at risk cannotnecessarily counton commercial
optionsfor ther communication and publishing needs Codes of condud, no matter how
well congructed, may still fail to prevent more cases like Shi Tao@ from hgppeningin
Chinaand elsewhere. Recent research on ONVeb2 00companies in Chinaindicate that
high degree of government-corporate coopeation on censorship and surveillance has
become the nom.’® Musgt we write off the private sector when it comes to preserving
privacy, free speech, and improving rather than restricting globd flows of information?
We have arightas cugomers, investors and citizens to demand tha user rights be
respected by service provides. If nathe govenment nor the private sector can be
counted uponto protect our fundamental rights to free expression and privacy, the need
to develop nonrcommercia, nongovenmental, grassroots, and community-driven
aternaives will become all the more urgent.

101 See for example: David Bandurski, "Pulling the Stringsof China@ Internet” Far
Eastern Economic Review, December 2007, at:
http://www.feer.com/articles1/20070712free/p018.htmlI?Pulling_the Srings of China
%E2%80%99s Internd; "A Joumey to the Heart of Internet censorship on eve of party
congress,” Reporters WithoutBorders, Octobea 10,2007, at:
http://www.rsf.org/article php3?d_aticle=23924 MacKinnon,"ls Web2.0 awash for
free speech in China?' Rconversation, December 2, 2007 at:

http://rconveasation blogscom/rconvasation/200742/isweb20-a-wash.html;
MacKinnon,"Chinds Censorship 2.0," Rconversation, Octoba 13,2007, at:
http://rconvesation blogscom/rconvesation/2007A0mhavigating-chin.html (all accessed
December 10,2007)




